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2FA HAS BEEN A COMPLETE FAILURE



  

Reason’s for Failure

Confusing terminology

Lack of uniformity across Programs

SMS Text vs Text Messaging

Poor adoption over the past 7 years

Not understanding the risks



  

Mobile Authentication 
Taskforce

Better solution than SMS 
Text for 2018



  

Who's using 2FA?
Usenix Enigma It has been nearly seven years since Google 
introduced two-factor authentication for Gmail accounts, but 
virtually no one is using it.

In a presentation at Usenix's Enigma 
2018 security conference in 
California, Google software engineer 
Grzegorz Milka today revealed that, 
right now, less than 10 per cent of 
active Google accounts use two-step 
authentication to lock down their 
services.

12 per cent of Americans have a password manager to protect their accounts, 
according to a 2016 Pew study.

Google has tried to make the whole process easier to use, but it seems netizens just can’t 
handle it. More than 10 per cent of those trying to use the defense mechanism had problems 
just inputting an access code sent via SMS.



  

WHAT WILL THE ATTACKER DO TO 
YOUR ACCOUNT?

Once they access your account they will turn off 
notifications

Ransack your InBox for stuff like Bitcoin Wallet

Copy compromising pictures

Copy Contact List

Install a filter to mask their actions



  

Two-factor authentication (or 2FA) is one of the biggest-
bang-for-your-buck ways to improve the security of your 
online accounts

Extra Security to your online accounts on top 
of your Password

Your site will request something you 
know to log in ( Password) and 
something you have your phone or usb 
security key

1.   2FA  is unique to every account
2.   Setup process is different
3.   Often confusing terminology
4.   Recommend start with one account-    
 Google



  

One million account logins and 
passwords are stolen every month, says 
Google

Google has delved into the darker parts of the internet as part of a year-long research project 
analysing how cybercriminals manage to hijack user accounts by obtaining passwords and login 
codes.

In collaboration with the University of California, Berkeley, Google’s research examined 
three common ways hackers manage to hijack accounts between March 2016 and March 
2017
Phishing and keylogging – were used by cybercriminals to steal up to a 
staggering 250,000 account logins every week, Google found.



  

Delayed reporting for 6 weeks
CEO-CFO-Director sold all shares
CEO got 20M Bonus when fired



  

Equifax data breach was 
"entirely preventable," 
congressional report finds

A scathing new report finds one of the largest data breaches 
in U.S. history was "entirely preventable." A 14-month 
congressional investigation slammed credit rating agency 
Equifax for lacking preventative measures in a data breach 
that exposed the personal information of 148 million 
Americans last year. 

Report just released December 
11-2018



  

Yahoo's Marissa Mayer Subpoenaed to Testify 
Before Senate, Says Report

Verizon bought Yahoo for $4.48 billion in June 2017

Microsoft sees no reason to increase its bid for Yahoo, 
two months after it made a $44.6 billion offer to buy the 
Internet company, people familiar with Microsoft's plans 
said on Monday.  (2010)

Marissa Mayer- 5 Years with 
Yahoo and left with a 23M 
severance package

Verizon reduced its acquisition offer by 
$350 million following the disclosure of 
the breaches, purchasing the site for 
$4.48 billion in cash.



  

Former White House communications director Hope Hicks—the 
longtime Donald Trump aide who finally decided to leave the 
administration after a domestic abuse scandal involving now-former 
fellow aide and rumored boyfriend Rob Porter—says she can’t log into 
two of her email accounts anymore because she was “hacked.”

Hicks told members of Congress two of her accounts are inaccessible following a break-in 
by an unidentified third party.



  

SMS TEXTING VS TEXT MESSAGING

 TRUSTED SITE - COOKIES

PASSWORDS



  

SENT VIA CELL PHONE NUMBER- 250-331-5900



  

SENT OVER INTERNET- MESSAGING APP



  

Trusted Sites

Google
Microsoft
Facebook
Your Bank
Last Pass

Browser
Cookies
C Cleaner



  

The Trick to get your Password

Why are Passwords so insecure?

Bryon’s Story



  

Passwords should be changed every 3 
months

They should be complicated with upper 
and lower case

They should be 8 characters or more 



  

The man in question is Bill Burr, a former manager at the National Institute 
of Standards and Technology (NIST).

In 2003, Burr drafted an eight-page guide on how to create secure passwords 
creatively called the “NIST Special Publication 800-63. Appendix A.” This became 
the document that would go on to more or less dictate password requirements on 
everything from email accounts to login pages to your online banking portal. All 
those rules about using uppercase letters and special characters and numbers—
those are all because of Bill.

“Much of what I did I now regret,” Bill Burr told The Wall Street Journal

This is why the latest set of NIST guidelines recommends that people create long passphrases 
rather than gobbledygook words like the ones Bill thought were secure.



  

SplashData has published its seventh 
annual "worst passwords" report, compiled 
from more than 5 million passwords 
leaked during the year, and there are 
some notable additions to the list.

In anticipation of last weekend's premiere of Star 
Wars: The Last Jedi, many fans have clearly 
decided to express their excitement by making 
"starwars" one of their passwords.

It joins the list at number 16, sandwiched between 
old favourite "abc123" and another new entry, 
"12312".

Worst Passwords of 2017

123456 (rank unchanged 
since 2016 list)
password (unchanged)
12345678 (up 1)
qwerty (Up 2)
12345 (Down 2)
123456789 (New)
letmein (New)
1234567 (Unchanged)
football (Down 4)
iloveyou (New)
admin (Up 4)
welcome (Unchanged)
monkey (New)
login (Down 3)
abc123 (Down 1)
starwars (New)
123123 (New)
dragon (Up 1)
passw0rd (Down 1)
master (Up 1)
hello (New)
freedom (New)
whatever (New)
qazwsx (New)



  

Still require strong PW

Passwords should withstand 100 guesses

 it shouldn’t be tied to any public information about you or your family.

Use a phrase

 Go long

The new NIST guidelines suggest allowing users to create passwords up to 64 characters in length

Don’t change your password until you have to

Choose something memorable

Get creative with characters

Use two-factor identification



  

5 2FA

SMS 2FA

Authenticator APP

Google Prompt ( Push 2FA)

Authenticator Dongle

Google Advanced Protection Program

                               Vip’s, Politicians, Celebrities

                                                  Must use Fido U2F YubiKey

                                                  Cost $18-$25

                                                   Limited Apps



  

SMS 2FA

Enable SMS 2FA -  Provide SMS Phone number

Next time you log in with your username and password, you’ll also be asked to enter a short code 
(typically 5-6 digits) that gets texted to your phone.

this is a very popular option for sites to implement, since many people have an SMS-capable phone 
number and it doesn’t require installing an app.

It provides a significant step up in account security relative to just a username and password.

 



  

Disadvantages of SMS 2FA 

Don’t want to give out phone number- ( one more piece of personal info)

May be used for Targeted advertising or Password Reset

Attackers using phone number takeovers could get access to your account without even knowing your 
account

Can’t log in if your phone is dead or can not connect to a network

Trick phone company to assign # to different SIM Card

International Travel

Don’t own Smart Phone



  

Authenticator APP= Time based one time 
PW

Another phone-based option for 2FA is to use an application that generates codes locally 
based on a secret key

Google Authenticator is a very popular application for this

If a site offers this style of 2FA, it will show you a QR code containing the secret key. You can 
scan that QR code into your application.

If you have multiple phones you can scan it multiple times

you can also save the image to a safe place or print it out if you need a backup



  

Authenticator  App

Once you’ve scanned such a QR code, your application will produce a new 6-digit code every 
30 seconds.

Similar to SMS 2FA, you’ll have to enter one of these codes in addition to your username and 
password in order to log in.

this style of 2FA improves on SMS 2FA because you can use it even when your phone is not 
connected to a mobile network

 the secret key is stored physically on your phone



  

Disadvantages to Authenticator App

If your phone dies or gets stolen, and you don’t have printed backup codes or a saved copy of 
the original QR code, you can lose access to your account

For this reason, many sites will encourage you to enable SMS 2FA as a backup

if you log in frequently on different computers, it can be inconvenient to unlock your phone, 
open an app, and type in the code each time



  



  

All work the same with a TIME based six digit code

Authy works on multiple devices   -  Android-IOS-Windows

Authy works on Desktop

Encrypted backup and restore on new phone

Free up to 100 authentications/month  then $0.09/authenticaton



  

Google Prompt method, can send a prompt to one of 
your devices during login

This prompt will indicate that someone (possibly 
you) is trying to log in, and an estimated location for 
the login attempt. You can then approve or deny the 

attempt.

Google Prompt   -  Push 2FA



  

Push Based 2FA Improves in 
Authenticator Apps in Two Ways

acknowledging the prompt is slightly more 
convenient than typing in a code, and it is 
somewhat more resistant to phishing

With SMS and authenticator apps, a 
phishing site can simply ask for your 
code in addition to your password, 
and pass that code along to the 
legitimate site when logging in as you

this requires that you pay close attention to a 
subtle security indicator, IP address



  

Disadvantages of push based 2FA

It’s not Standardized

can’t consolidate all your push-based credentials in a single app

it requires a working data connection on your phone

while Authenticator apps don’t require any connection



  

FIDO U2F / Security Keys

Universal Second Factor (U2F) is a relatively new style of 2FA, typically using small USB, 
NFC or Bluetooth Low Energy (BTLE) devices often called “security keys.”

Like push-based 2FA, this means you don’t have to type any codes.

U2F is also well-designed from a privacy perspective



  

Where do I buy Security Keys?

 USB security key with Bluetooth connectivity from Feitian

standard USB key from Yubico



  

TITAN SECURITY BUNDLE
    $50 at Google Store



  

GOOGLE'S 'ADVANCED PROTECTION' 
LOCKS DOWN ACCOUNTS LIKE NEVER 
BEFORE

October 17-2017 – Google 
Advanced Protection

Makes it harder than ever for hackers to 
break into your sensitive data on Gmail, 
Google Drive, YouTube or any other 
Google property.

The opt-in, ultra-secure mode is 
intended for truly high-risk users, 
including those who face the threat of 
state-sponsored, highly resourced 
cyberespionage

Logging in from a desktop will 
require a special USB key 
($20)

 Accessing your data from a mobile device 
will similarly require a Bluetooth dongle 
($25)



  



  

Thanks for coming

Ron Brown

Silvercomctc
69janeplace@gmail.com



  

The Demo



  



  



  



  

Why two-factor authentication is crucial for your Apple 
ID, and how to use it

Remember your Apple ID password.
Use a device passcode on all your devices.
Keep your trusted phone number(s) up to date.
Keep your Apple devices physically secure.

Access your Account
1. Apple ID
2. Your Password
3. Access to one of your devices



  

When you sign into a new device for the first time a prompt will appear 
on your trusted device followed by a temporary code. You don’t need to 
write this code down. Simply type the numbers from your trusted device 
onto the new device, and you’re in.

If you do not receive a code for whatever reason, don’t worry. Simply hit 
“didn’t get code” on the sign in screen and then you can text or call your 
trusted phone number to receive a code. If you’re on a web browser, 
one last prompt may appear asking if you want to trust the new device. 
By selecting “trust” you will then no longer need any codes when signing 
into that browser again.

It is important to take note that these “verification codes” that you are 
receiving are different from a passcode to get into your devices. This 
verification code is a one-time code that will not matter anymore after 
you’ve used it.



  



  

LastPass reveals the threats posed 
by passwords in the workplace  11.2.17

nearly everyone (91 percent) knows that it is dangerous to reuse passwords 

with 81 percent of data breaches attributable to "weak, reused, or stolen passwords

more than half (61 percent) do reuse passwords

250-employee company, there are an average of 47,750 passwords in use

LastPass found that people have nearly 200 passwords to remember

 LastPass estimates around 36 minutes a month is wasted typing out login credentials

A worrying finding of the report is that many employees are using social media credentials to log 
into business systems and accounts -- something which is clearly undesirable.



  

The first new feature is experimental 
support for USB security keys (FIDO 
U2F) in Chrome. In other words, once 
you install the update, you should be 
able to use Yubikeys and similar devices 
to login to websites through Chrome (as 
well as Chrome Custom 
Tabs/WebViews).

Version 5.0   Google Authenticator ( New)

mailto:69janeplace@gmail.com


  

2 FA



  

Apple’s two-step authentication goes away with iOS 
11 and macOS High Sierra

Apple’s original two-step system 
relied on its Apple ID site for set up 
and management, and could only 
send codes to iOS devices and via 
SMS

 Its update in September 2015 left 
two-step in place for those who 
continued to want to use it, but the 
2FA revision was far better. 
Enrollment happens via iOS and 
macOS



  

If you’re still using two-step verification, when Apple converts your account to 2FA with iOS 11 or High 
Sierra, here’s what you need to know:

Your Recovery Key is no longer needed, although you can opt into using it . If you 
don’t opt in to retain a Recovery Key, you rely on Apple’s account-recovery 

process. If you forget or lose your password and all your trusted devices and phone 
numbers, you can contact Apple, which has an intentionally slow process you have 

to go through to unlock and reclaim your account by proving your identity.

You only use the Apple ID site to manage app-specific passwords for third-party 
calendar, contacts, and email apps. These single-use passwords let you bypass 
authentication, and became mandatory in June for third-party iCloud access.

When you log in and Apple’s system determines you’re not on an already trusted 
machine or using a trusted browser, you’ll get a location popup or dialog on every 
computer and iOS device connected to the same iCloud account. First, you click or 
tap Allow on the location. Then, on that device that you approved the location, you 

receive a six-digit code that you can enter in the browser, app, or OS component 
requesting it.



  

Apple continued1

If you can’t get the location and code to arrive at an Apple device, Apple offers a backup method that lets you 
send a text message or have an automated voice system call you with the code.

If you’re using an OS that was released before Apple’s 2FA support in 2015 or an older version of iTunes for 
Windows, you may have to log in to an Apple ID account by using that account’s password plus a six-digit 

verification code added to the password.

If you don’t receive a 2FA verification code for an older OS login or for a regular 2FA login, you can generate 
one instead. In iOS go to Settings > account name > Password & Security and tap Get Verification Code. In 

macOS, open the iCloud system presence pane, and click Account Details, Security, and Get Verification Code.



  

Apple Continued 2

By default, 2FA-upgraded accounts rely on the account-
recovery process described above.

But you can also regenerate a Recovery Key, in which case 
you must keep it safe and secure as a last-ditch way to recover 

your account. 



  

Facebook



  

Yubico launches its smallest YubiKey yet

Like all YubiKeys, the 4C Nano offers strong crypto 
and touch-to-sign and supports the FIDO U2F 
(Universal 2nd Factor), one-time password (OTP), 
OpenPGP and PIV smart card standards. 



  

How to Set Up Google's Advanced Protection Program

Security Keys  ( Cost about $20)

Biggest Change Login process

Login with PW – Insert security key

Security Key generates code



  

Registering your Key

An important note for iOS users: You'll 
have to download an additional app to 
your device called Google Smart Lock in 
order to pair your Bluetooth-enabled 
security key with your Google account. 



  



  

Protection On

In your account settings, you can also add or revoke security keys and cut access 
to any Google sign-ons from other devices. Those options will come in handy if a 
security key is ever lost, or if your laptop gets stolen. There, you can also quit the 
Advanced Protection Program. Simply turn it off, and you'll revert back to 
Google's default login process.



  

How to Get Backup Codes

Microsoft

Visit your Microsoft Account page and hit the Security tab at the top. From there, you can change 
your password, add alternative email addresses and phone numbers for account recovery, and 
keep an eye on your account’s activity. Under those options, you’ll find the link for additional 
security options, where that good good two-factor authentication information is hiding.



  

Apple

When enabling two-factor authentication for your Apple ID account, Apple gives you the option of 
creating a recovery code. You should take the hint and generate a recovery code, both for security 
purposes and because losing it could lock you out of your Apple ID account for good. Generating a 
recovery key on your iOS or macOS device is pretty simple. Here are the instructions, according to 
Apple:

Go to Settings > [your name] > Password & Security. You might need to enter your Apple ID 
password.
Tap Recovery Key.
Slide to turn on Recovery Key.
Tap Use Recovery Key and enter your device passcode.
Write down your recovery key and keep it in a safe place.
Confirm your recovery key by entering it on the next screen.
You can also get a recovery code using your Mac:

Go to System Preferences > iCloud > Account Details. You might need to enter your Apple ID 
password.
Click Security.
In the Recovery Key section, click Turn On.
Click Use Recovery Key.
Write down your recovery key and keep it in a safe place.
Click Continue.
Confirm your recovery key by entering it on the next screen.



  

Google

Visit your Google Account page, and click Sign In & Security. In the Signing into 
Google section, select 2-Step Verification. Sign in again, and prepare to see all 
the ways you can keep prying eyes away from your Google account. Among the 
options to configure two-factor authentication via SMS or authenticator app, 
you’ll see “Backup Codes.”

Google presents you with the option to download or print out 10 recovery codes, 
or generate new ones (which renders your previous recovery codes inert). You 
can only use each recovery code once, so be sure to cross it out or delete it after 
you regain access your account. At least you’ve got nine more.



  

Print Them Out, Keep Them Safe

Also, Store Them Digitally

Put Them In a Password Manager
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